ABSTRACT Although still a relatively new undergraduate course of study at most colleges and universities, specialized degree programs in computer forensics and digital investigations are now becoming available at the graduate level. There appear to be two divergent educational paths for graduate-level education in this field, namely, technology and management. This article describes Champlain College's online master of science degree program in Digital Investigation Management. The curriculum is described, along with the learning theories and pedagogies that provide the guiding principles for course design. Particular attention is paid to the central pedagogic design of integrated reflective practice. Issues related to the online learning environment and adult learners are also presented.
INTRODUCTION
Although an increasing number of colleges and universities around the globe have started to offer programs in computer forensics and digital investigations, this is still a relatively new discipline in undergraduate education. Interestingly, though most of the programs in the United States were developed largely in response to requirements of the law enforcement community and to fill the needs reported in several national studies [1] [2] [3] , most of the growing needs for this skill set come from private sector organizations providing data recovery, electronic discovery (e-discovery), incident response, policy auditing, and third-party forensic analysis services.
As the discipline matures, the educational needs have come into sharper focus and several guidelines have started to appear [4, 5] . The need for the next generation of leaders has also resulted in the need for advanced, graduate-level education in digital forensics, and definitions [4, 5] and actual programs [6] [7] [8] are already being offered. The graduate proposals to date, however, are largely steeped in technology and computer science, preparing students for more rigorous research and development in the technical problems related to computer forensics, such as the need for more and better examination and reporting tools, coping with whole disk encryption, acquiring data from cellular telephones and other mobile devices, and combating anti-forensics tools. Students in these technical graduate programs are those who will be designing next-generation computer forensics analysis tools, techniques, and processes or shifting into computer forensics from another discipline.
Champlain College's Computer & Digital Forensics (C&DF) undergraduate degree and academic certificate programs started in 2003 and have been previously described [9, 10] . As the college reviewed the need for graduate education, it was found that another critical need in digital forensics was not being addressed by advanced education-namely, management issues related to overseeing large cases, running computer forensics labs, hiring staff, conducting research, etc. [11] .
The following section will discuss a proposed graduate degree program in Digital Investigation Management (DIM). The next section will present the pedagogic issues related to this program designed for adult students with experience in the field. The final section will provide some concluding comments.
Kessler and Haggerty [11] provided an early overview of the DIM program as originally proposed and designed in 2007. This article provides a more current description of the program as implemented after taking into account comments by colleagues and course developers.
THE M.S. DIM CURRICULUM
This section will describe the M.S. degree program in Digital Investigation Management. The first part will present some of the philosophical underpinnings of the program and the second part will describe the individual courses.
Curriculum Philosophy
In 2002, Champlain College recognized the national and global insufficiency of computer forensics practitioners and responded with an undergraduate degree program to educate professionals in this growing field. Our undergraduate C&DF program started on campus in 2003 and has been offered online since 2004. Since that time, the college has focused on the undergraduate curriculum and the requirements for a B.S. degree in this field.
Stambaugh et al. [3] , one of the seminal papers that convinced the original curriculum designers that such a program was necessary, identified ten critical issues for local and state law enforcement with respect to computer crime: public awareness, data reporting, uniform training and certification, management assistance for on-site electronic crime task forces, updated laws, cooperation with high-tech industry, special research and publications, management awareness and support, investigative and forensics tools, and structuring a computer crime unit. By 2006, discussions with colleagues and practitioners in both the private and public sectors suggested that most of these critical issues remain open or, at least, inadequately addressed. Most of the open issues, however, are not just about technology or personnel; all of these issues can be addressed and, to a large part, resolved through appropriate long-term management and policy creation [12] . But just as computer forensics and digital investigations require specialized training and education, the management necessary to address these issues is also specialized. Most individuals running electronic or high-tech crime units, however, are law enforcement officials who have risen through the ranks of law enforcement as digital investigators but who, largely, do not have this type of specialized management training. Private sector digital evidence practices are also staffed by a large number of former law enforcement computer forensics examiners.
Discussions with our undergraduate students (many of whom are already experienced examiners), outside practitioners, organizations hiring computer forensics examiners, potential students, other industry experts and academics, and our program's advisory board convinced the program designers that the lack of a management focus in computer forensics was a growing gap and critical need in the field in both the private and public sectors. In addition, a management perspective is ideally suited to graduate-level education; indeed, many examiners noted that their path for career advancement was best served by obtaining an advanced degree that would enable them to move into a management role.
Champlain College already had Master's in Business Administration (MBA) and M.S. in Managing Innovation and Information Technology (MIIT) degree programs when design of the M.S. DIM program commenced in 2005. The synergies realized by coupling the experience with our undergraduate C&DF program and our graduate management programs made the offering of a graduate management degree in computer forensics seem like a natural next step.
M.S. DIM Courses
The M.S. DIM curriculum is a 42-credit course of study, comprising 14 three-credit courses ( Table 1) . Six of these courses are taken from the existing MBA and MIIT programs, and provide breadth to the M.S. DIM management study. The remaining eight courses were developed for this program, although several could be used in other programs.
The courses comprising the M.S. DIM curriculum are described in more detail in the paragraphs below:
• Integrated and Reflective Practice (MBA 500): A first-term course that provides the basis of both the philosophy and the professional development perspective used in all subsequent courses. Students complete a thorough and multidimensional selfassessment that culminates in a personal learning road map to guide their journey through the entire graduate program. The emphasis of the content is on the importance of work practice and experience as a basis for management development and on the use of experience for personal and organizational learning. Specific topic areas include learning style, action learning, dialogue, communication, personality type, and team communication. Short case studies will also address the integration of learning through several areas of practice. This course sets the stage for subsequent courses that are grounded in an experientially based learning process while introducing the integrated content areas. (Integrated reflective practice is a fundamental pedagogy for the program and is described in more detail below.) • The Practice of Digital Investigations (DIM 500):
The foundation for this program of study, this course introduces the principles that are essential to the management of digital investigations, providing a framework that includes technical, legal, and managerial issues. Students will examine the mission of digital investigations from the various perspectives of the public and private sectors, including digital forensics in support of activities ranging from internal corporate investigations, responses to information security incidents, and policy auditing to thirdparty investigations, criminal investigations, and anti-terrorism information gathering-and discussing the imperatives of each. As relevant, the impact of international and cultural issues, as well as geopolitics, will be an essential part of class discussion. A moral, ethical, and legal framework will also be explored and developed, which can be used as a Students will develop the ability to define, design, and improve business processes, something now considered to be one of the most frequently cited skills for today's workplace. Special attention will be given to the linkage between operational and process improvement metrics to those based upon financial, economic, and accounting information. This linkage cannot be overemphasized because skills developed in this course provide a foundation for economic modeling and planning. The sum of this will help define models of broad and optimized organizational performance measures such as scorecard-type approaches. Among the areas of practice included are the governance of financial resources, the innovative use of operational data, and the economics of improvement programs.
• Project Management (MIT 505): This course is designed to introduce a systematic process for planning, organizing, and controlling projects based on a practical methodology for completing projects more quickly with fewer problems. Students will develop and apply a framework within which to better manage projects, exercise both hard and soft project management skills, and affect organizational culture toward acceptance of project management. Areas of emphasis include an array of principles, methods, tools, and techniques that can be applied to any type or size of project and in any organization. Course content is aligned with the Project Management Institute (PMI) processes and knowledge areas but will center on the process of project management. The course provides a perspective that is integrative, first, through its concept of end-toend thinking, which will be applied to the project management processes and to the business processes of a project's clients. Areas of practice addressed include the measurement and improvement of processes, the application to customer and marketing management, and financial decision making.
• Financial Decision Making for Management (MIT 525):
This course is an introduction to the basic financial principles and tools required for organizational management. Students will develop the ability to respond to the concerns and motivations of the financial community or financial stakeholders who are important constituencies of any enterprise that ultimately impact the flow of money to every organization. Specific emphasis will be placed on the topics of understanding costs, the time value of money, economic analysis techniques, and methods of evaluating business proposals. The intent is to provide the learner with a "toolbox" of practical, useful personal tools, that will support the decisionmaking process when business projects are being assessed. The course integrates well with the areas of practice that include performance measurement, process improvement, and the need to be innovative in the application of financial techniques.
• IT Security and Management (MIT 530): The security of information and information systems is inextricably linked to the operation and assets of any organization. Protecting the information network infrastructure is essential to protecting our businesses and organizations. This course provides the essentials of information technology (IT) security from a management perspective. It examines the processes of security, including information assurance, privacy, backup and recovery, and disaster preparedness. This course provides an overview of information security processes for managers. Students will examine methodologies for implementing security, security policies, best current practices, privacy, backup/recovery, disaster preparedness, and incident response. The outcome of this process is a strategic security plan.
• Reflective Leadership and Planned Change (MIT 550): This course addresses the complexity and changing nature of business environments that challenge organizations and their members to become adaptive and innovative. This course is an introduction to a variety of leadership models and to the emerging role of all managers as agents of change. Students will develop the knowledge and skills for harnessing, navigating, and leading change in their respective organizations; they will reflect on their experiences as leaders and assess who they are as leaders based on the models presented and used in the course. Areas of emphasis include personal leadership philosophy, change as an ongoing and dynamic process owned by everyone in the organization, and the emergence of change leaders. Special attention will be given to change as a process that impacts people, affects organizational relationships, is driven by financial/market forces, and needs to be measured in terms of organizational results. provides an overview of the research process from the experimental, developmental, and evaluative perspectives. Techniques for planning and designing these different types of projects as well as the methodologies for data collection, evaluation, and analysis are examined. Students will gain an understanding of related statistical measures. The development of conclusions based on the data analysis in terms of predefined hypotheses and/or project goals and objectives will also be discussed.
• Legal Issues for Management (DIM 580): This course will address the legal and ethical issues related to operating public and private sector organizations. Topics will include the nature and evolution of organizational ethics in the twenty-first century; labor law to include compensation, medical and employee privacy, hiring, termination, and legal distinctions between employees and independent contractors; and disclosure requirements to include Sarbanes-Oxley. Grant application sources and reporting requirements will also for covered for both the public and private sectors.
• Integrative Capstone Project (DIM 590): This course will provide students with the opportunity to integrate all disciplines and competencies that have been learned in this program into a single work-based project, internship experience, or other appropriate activity. The project will be the culmination of a student's studies integrated in his or her area of specialization or expertise. In cooperation with an advisor, the student will design, research, and implement a project that is comprehensive in nature and that addresses, to the extent feasible, all core areas of knowledge around which the program has been built.
The foundation courses, MBA 500 and DIM 500, are taken at the beginning of the program and the capstone course (DIM 590) is taken at the end. The remaining courses can be taken in more or less any order in accordance to the prerequisite structure.
PROGRAM PEDAGOGY
The M.S. DIM program was specifically designed to be offered online to adult learners who are currently digital forensics practitioners. It is worth noting that there are no formalized prerequisites for admission to the program. The ideal candidate has at least two years of digital forensics practice prior to entering the program, but applicants with an undergraduate degree in computer forensics or a strong foundation in criminal justice or information technology might also make strong candidates. Indeed, all students starting in the program are required to have a practical and/or academic foundation in the computer forensics process.
This section will describe integrated reflective practice (IRP), the pedagogic foundation of the program. Kessler [9] described other online course pedagogies and issues specific to adult learners, which are only briefly reviewed here. This section will also briefly present some of the generic issues related to online learning environments (OLEs); although the college uses the ANGEL learning management system (LMS), this article will not present a critique of the product.
Integrated Reflective Practice
The M.S. DIM program, like the MBA and MIIT programs before it, is built on the pedagogical foundation of Champlain's learning model called integrated reflective practice [13] . IRP emerges from the discipline of workplace learning, which is, by definition, learning from experience. Through workplace learning, IRP's roots draw on the learning theories of Dewey, Lewin, and Piaget, including Dewey's observation that learning is a dialectic process integrating social aspects, experience, and abstractions [14] [15] [16] .
Integrated learning occurs at two levels; through selected interdisciplinary activities that link core content courses and assignments that require integrating classroom theory to the workplace (Figure 1) . The interdisciplinary nature is created through a whole picture perspective in which six areas of management practice are addressed repeatedly throughout the program's courses: measurement and process improvement, values-based leadership, innovation through information, financial and economic resources, human resources and organizational relationships, and customers, markets, sales, and marketing.
Courses are also integrated with the workplace through action learning projects in which students learn from real problems and develop an understanding of the linkages between theory and practice. Projects comprise a significant portion of each student's time spent and their assessment, typically involve stakeholders in the workplace, and provide one of the primary vehicles for reflection before, during and after their development [17] . Employing course work that integrates the six areas of management practice, the student's workplace environment, and personal reflection is the key to the M.S. DIM course development (Figure 2) .
Learning is reflective because personal reflection is required in every class as a means of students capturing new knowledge from their own experiences. Reflection is the nexus of experiential learning in the workplace and provides a foundation for true lifelong learning. Reflective, or double-loop learning leads to improved performance and new knowledge about practice [18] .
Learning theorists have long held that reflection is not necessarily a solitary activity and can best include others [19] . Reflection, then, includes aspects of collaborative learning where teams work together to solve problems [20, 21] . Public reflection such as that used in online and real-time discussion groups is a cornerstone to all DIM courses [22] .
Learning is linked to practice through both course content and the learning process. Project-based learning has immediate appeal to students because they are dealing with a real problem in a very concrete way. If the project deliverable is modeled after those seen in the workplace, then the learning has the added benefit of providing valuable career education as well. In the case of the DIM program, the ongoing stream of projects provides several points at which the student needs to investigate a problem in the workplace and deal with the uncertainties of vaguely understood issues, loosely defined problems, and incomplete data. Taken together, the set of projects completed in the DIM program will provide a portfolio of real work that provides students with a sense of self-confidence about their abilities to start with nothing and finish with a work product that they can be proud of. It is the consistency in the use of integration and reflection along with a practitioner orientation that is unique to the IRP learning model [17, 23] .
Online Course Pedagogy
Quality online courses require quality content, course design, and material presentation. Proper educational pedagogies support the production of these materials as well as the IRP model. In the absence of a single unified theory of learning, the DIM program employs a variety of teaching pedagogies to reach a wide variety of students with different learning preferences, attempting to employ the best characteristics of each pedagogic model where the online environment could leverage the greatest advantage [24, 25] . As suggested above, all of the learning theories used are based on Dewey's active learning model, which enhances student performance, improves their general attitude toward the course and material, and helps to create a sense of community among students and faculty [16, 26, 27] .
Five pedagogic models provide the main guidelines for the design of the master's degree curriculum. The first is social constructivism, Piaget's theory that cognitive structures are the building blocks of learning and extended by Dewey and Vygotsky, who observed that learning is a social activity. Constructivism suggests that students create new knowledge based upon what they already know; students' mental organization skills need to be honed so that they learn new cognitive structures and how to build the linkages between them [16, 28, 29] .
An OLE is well suited to constructivism if the technology supports the tools of social discourse, such as e-mail, discussion forums, white boards, blogs, wikis, text messaging, and voice conferencing facilities. Because of the lack of social activity that would normally be found in an on-campus classroom, online instructors must be diligent and maintain as much socialization is possible; fortunately, the Internet and modern LMSs provide a wide range of communication tools. Because students can view lectures at their own pace and as many times as necessary, they also feel more free to communicate with the instructor and other students at any time during the week.
The second model is resource-based learning (RBL). The Internet is today's equivalent of the Library of Alexandria in terms of the availability of resource material on every subject imaginable-in both refined and unrefined form. Unlike the Library of Alexandria, of course, the Internet does not contain all known knowledge as many students believe; there is a lot of information-and history-that predates the Internet and has not yet been digitized, as well as a great deal of wrong information and purposeful disinformation. Nevertheless, there is clearly an unprecedented volume of current and new knowledge accessible via the World Wide Web, and the acceleration of the addition of new information on the Web can be overwhelming. The timeliness of Web-based information means that presentations and discussions can be based upon what is known at the moment rather what was known at the beginning of the course term. Students, too, can look up items of information to augment any lecture and do homework research-and keep instructors on their toes. RBL also provides the instructor with the opportunity to give students more interesting and relevant assignments, projects, and tests.
The acceleration of change in the digital forensics field makes the almost limitless technical reference library of the Internet and online knowledge bases essential for graduate students, reminding the authors of this story about Albert Einstein (however apocryphal it might be): During the 1940s, Einstein once handed his secretary an exam to be distributed to his graduate physics students. The secretary looked at the paper and said, "Professor Einstein, these are the same questions that you used last year. Won't the students already know the answers?" "It's all right," replied Einstein, "You see, the questions are the same as last year, but this year's answers are different." The Internet and online resources can accommodate a wide variety of learning preferences and teaching styles, allow for the presentation of a number of views about an issue (requiring that students be instructed about how to apply critical thinking to the information they acquire), encourage students' curiosity and investigative skills, and engage students in active learning [25] .
The third pedagogic model is collaborative learning, as suggested above. Group exercises teach team building and communication skills and demonstrate the synergy that a group brings to problem solving. Through this, students gain a more thorough understanding of the subject matter as they promote and defend their views while hearing other peoples' ideas. Students also learn about roles and negotiation. The OLE technology tools that support social constructivism also support collaboration and group exercises [16, 27, 30] .
Problem-based, or project-based, learning (PBL) is the fourth model integrated into the DIM curriculum design. Real, relevant, and tangible problems generally motivate students more than contrived assignments. Students will generally make real-world assumptions that come from their own environments in order to solve these problems, adding further relevance as they hone their problem-solving skills. PBL is well suited to constructivism because students apply what they know to fully define the problem and find one of what may be many solutions to the stated problem; it is also well suited to the online environment because bigger, more interesting problems can be devised-and solved-using collaboration and the Internet as an information resource [30, 31] .
The final pedagogic model is narrative-based teaching (NBT), which means to teach by telling stories or sharing experiences. Digital forensics benefits from narration and real-life "war stories" from instructors and students alike due to the rapid changes in technology, methodology, regulation, and law, coupled with the fact that every digital investigation is different. NBT provides a glimpse into the very real practical, technical, and ethical issues that arise every day in the field. Narration fits well in an online course because media tools such as audio, video, and animation can enable and enhance the story telling. Providing a personal, real-world context helps make a subject more memorable, interesting, fun, and engaging [25] .
The Online Learning Environment
Online courses provide students with access to educational opportunities that might otherwise be locked out due to a variety of reasons ranging from their work or family schedule to their geographic location. Champlain College's online courses provide an asynchronous, virtual classroom complete with an instructor, fellow students, syllabus, course assignments, projects-and rigor. Graduate courses are taught in eight-week terms so that five terms can be presented each year (four during the traditional fall and spring semesters plus one in the summer). Students typically take one course per term (although they are allowed to take two) and attend courses between three to five terms each year.
Because of the key role that communication plays in the curriculum pedagogy, LMS and adjunct technology must provide a variety of communication and collaboration tools, including a threaded discussion capability that allows students to post comments for the entire class (or group) as well as an e-mail facility that allows message exchange between a student and the instructor or between students. Text messaging, voice and video conferencing, wikis, blogs, and shared whiteboard facilities support real-time (synchronous) class or group meetings. All of these capabilities are present in ANGEL, the LMS employed by Champlain College (Figure 3 ). External services, such as Skype, provide small group audio and videoconferencing.
In some ways, the online virtual classroom has some distinct advantages over the traditional classroom for graduate courses. First and foremost, the online environment can allow more students to get involved in more class discussions because of its asynchronous nature. Some students are not active in classroom discussions for a variety of reasons, including not always having a well-reasoned comment to add. In the online classroom, students have time to think and create their responses to the comments of others and have time to post a response hours or days after the original comment was made. In fact, most online instructors require some level of participation in discussion so that all students are involved and engaged in the class, something that may not happen as often in an on-campus class. This additional time to synthesize the material and discussions further reinforces public reflection and social constructivism.
Finally, other features allow the power of the Internet to be integrated into the course. A list of Internet, college library, and other online resources, for example, can be built in to the course so that students can access tutorial and other adjunct materials. Remedial background information can be made available within the online class via links to tutorials and a student-run peer-tutoring service. Technical difficulties can be addressed via an online (and telephone accessible) help desk. All in all, there are many features to make the online classroom a complete learning experience.
Online Courses and the Adult Learner
Champlain College's online graduate courses are specifically designed for adult learners, who are generally more mature and self-directed than traditionalaged students. Adult learners are best served with active, PBL methods, as suggested above. Essential course design elements include clearly stated goals and objectives, learning modules that are as small as possible, and as high a level of interactivity between the instructor and other students as possible. Students are also advised up front about the time expectations for the course as a whole, as well as per assignment, to eliminate surprises that could deter success [25] .
It is important that online courses be as technologytransparent as possible. Online courses should be developed so that content and other features are accessible by students employing a wide range of Web browsers, operating systems, or types of Internet connection, and technology requirements must be made known to the students prior to the beginning of the course. Course developers balance the computer power and network bandwidth required for each course so that it best suits the material to be delivered (e.g., Web pages, streaming video, graphical image, audio, etc.) and the likely capabilities of the students, to assure the widest possible audience; an animation, for example, would better be delivered using Flash, a commonly available browser plug-in, rather than a proprietary application that is browser specific. A high level of computer sophistication should not be a requirement for online courses and good technical support must be readily available to students to reduce frustration and ensure that they do not feel cast adrift [25, [32] [33] [34] .
The bottom line is that the OLE needs to emphasize content rather than technology and the technology should enable rather than inhibit the learning experience. Indeed, quality of content is king; excellent technology cannot save poor content, although poor technology can prevent access to excellent content. The online course Web site itself should be aesthetically pleasing and ergonomically sound. In addition to being attractive, the information on the site needs to be up-to-date and the pages easy to navigate-and even entertaining. The content needs to be well written and relevant and use vernacular that is familiar to the audience; the perception of a site as boring, poorly organized, or confusing can have a devastating effect on the students taking the course. The site does not need to be technologically fancy, however, because simple Web pages, text, and e-mail can be quite effective; students actually find it more important to be able to read a lecture and have the flexibility to set their own pace and time of study than to be able to hear a lecture and have face-to-face contact with the instructor and fellow students [25, 35, 36] .
CONCLUSION
The concepts offered in this section provide an overriding guide for the development of online courses in the graduate DIM program. The pedagogic background shows that online courses are not merely online correspondence courses but designed based upon well-founded learning theories.
Course development teams are responsible for the creation and review of all DIM courses. At the heart of the content preparation is a subject matter expert (SME). The SME may not have particular expertise in education or technology; the instructional technologists on the team work closely with the SME to find and develop appropriate media, assignments, delivery modes, and other items necessary to facilitate the online classroom. One advantage of online courses is that SMEs and instructors can be located literally anywhere around the globe.
Summary
Undergraduate education in digital forensics is a multidisciplinary field, combining aspects of computer and network technology, criminal justice, computer forensics, and cybercrime. Graduate-level education in this field has two obvious paths, namely, a deeper look into the technical aspects of digital forensics and management of those engaged in digital investigations. Coupling our experience with undergraduate education in this space and our other managementrelated graduate programs, Champlain College elected to pursue the latter path, developing an M.S. program in Digital Investigation Management.
The key pedagogy for the M.S. program is integrated reflective practice, a learning model whereby students grasp and apply new knowledge and skills in terms of their current professional experiences. IRP is supported by a number of learning theories that all employ active learning. The essential goal is lifelong learning, which is particularly important in this rapidly changing field. As Alvin Toffler observed, "Tomorrow's illiterate will not be the man who can't read; he will be the man who has not learned how to learn" [37] .
The M.S. DIM program officially started in September 2009 and is a fully online program (except for a three-day residential experience during MBA 500). The LMS offers communication technologies that support the social aspects necessary for IRP, active learning, and social constructivism. Online education is an important vehicle for a wide variety of academic and practical disciplines; one advantage for graduate programs in an emerging field such as digital investigations is that expert instructors and practitioner students can be drawn from all over the world.
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